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Crypto-Crime Volume is Tremendous



Destination of Illicit Asset



Ideal Model

Early
Detection

Malice Type
Versatile

Interpretable
Prediction

Most malice last for a short duration
and cause damage if not be detected in
the early stage.

Malice types are constantly evolving.
Manually-engineered features for a
specific type cannot be generalized to
others.

Investors need to tell real creditable
projects from frauds. Current models
can hardly offer insights for their
predictions.



Current Challenges
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Current Challenges
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(Limited Info / Scalability) Issues for GNN

Ineffective For Early Detection



Current Challenges
Lack of Versatility

Most are based on interaction
analysis with specific entities



Current Challenges
Lack of Interpretability

Investors need to tell real creditable projects from frauds.
Current models can hardly offer insights for their predictions.
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Asset Transfer Path
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Intention Monitor
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1. Liu, Can, et al. "Fraud transactions detection via behavior tree with local intention calibration." SIGKDD. 2020 

2. Liu, Can, et al. "Intention-aware heterogeneous graph attention networks for fraud transactions detection." SIGKDD. 2021

Intention Monitor

Status à Action à Intention

State 1 State 2 State 3 State 4 State 5 State 6



Intention Monitor
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Overview of Intention Monitor

How to propose status from temporal feature sequences? 



Intention Monitor

Step-1 Feature Selection & Segmentation
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Intention Monitor
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Step-2 Segment Representation
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Intention Monitor

Step-3 Status Proposal
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Prediction with
Survival Analysis
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Predictor
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Case Analysis
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Case Analysis
Case Recap



Case Analysis
Sample Address Analysis
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Case Analysis
Sample Address Analysis

[0-0-9-5-0-9-0-0-0]
• Asset comes from a single source.
• No spend transaction.

Status 0

Status 9

Status 5

• The asset was obtained from a single source 
through a bunch of transitions.

• Each transition “peels” a certain amount off 
before passing it onto the receiver.

• Still no spending transactions after the
initial asset received from a single 
source at the early beginning.

The hacker received 568 BTCs through 71 input TXs 
with no output.

At the 13th hour, it received 0.00008642 BTC.

At the 21st hour, it transferred out all its BTC. 
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Case Analysis



Early
Detection

Asset
Transfer Path

Intention
Proposal

• Illicit early detection is necessary in BTC system.

• Intention motifs can profile suspicious patterns.

• Asset flow gives more information at an early stage.

Conclusion



Thanks for Listening 


