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ABSTRACT

Online exams have become widely used to evaluate students’ per-
formance in mastering knowledge in recent years, especially during
the pandemic of COVID-19. However, it is challenging to conduct
proctoring for online exams due to the lack of face-to-face interac-
tion. Also, prior research has shown that online exams are more
vulnerable to various cheating behaviors, which can damage their
credibility. This paper presents a novel visual analytics approach
to facilitate the proctoring of online exams by analyzing the exam
video records and mouse movement data of each student. Specif-
ically, we detect and visualize suspected head and mouse move-
ments of students in three levels of detail, which provides course
instructors and teachers with convenient, efficient and reliable proc-
toring for online exams. Our extensive evaluations, including usage
scenarios, a carefully-designed user study and expert interviews,
demonstrate the effectiveness and usability of our approach.
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1 INTRODUCTION

With the rapid development of online learning in the past decade,
online exams and tests are becoming increasingly popular for course
instructors to assess the knowledge of students [11]. For example,
Massive Open Online Courses (MOOCs) such as Coursera and EdX
often require students to pass a series of online exams before they
can gain a final course certificate. Meanwhile, conventional univer-
sities also continue to expand their online course programs and hold
online exams for students [22]. Such a trend is further significantly
accelerated from 2019 due to the COVID-19 lockdown, and most
schools and universities have switched to embrace online teaching
and online exams. However, one major challenge for online exams
is how to proctor online exams in a convenient, efficient and reliable
manner. Prior research [16, 30-32] has shown that online exams are
vulnerable to cheating behaviors. According to the survey by King
and Case [16], about 74% of students in 2013 reported that it is easy
to cheat in online exams and nearly 29% of the students indicated
that they cheated in online exams. These cheating behaviors can
damage the credibility of online exams, which makes online exam
proctoring crucial for MOOCs platforms and universities to further
expand the application and usage of online exams.

Different from traditional exams with onsite proctoring, online
exams lack face-to-face interactions. It brings trouble to the proc-
toring of online exams and various types of cheating behaviors may
occur in online exams [38]. For example, students may type the
questions into the browser and search for possible solutions from
the Internet. They may also send messages to a third party (e.g.,
friends) to ask for help by using their mobile phones or chat apps
on the computer. Without face-to-face interactions in online exams,
it is not an easy task to identify such cheating behaviors. To enable
effective proctoring, existing online exams usually ask the students
to use webcams to monitor and record their activities during the
exams [2, 13, 20, 25, 29]. Accordingly, a set of preliminary studies
on the proctoring of online exams have been conducted based on
such kinds of settings.

According to our survey, the existing approaches for the proc-
toring of online exams can be generally categorized into three
groups: manual proctoring, fully automated proctoring, and semi-
automated proctoring. Manual proctoring is commonly applied
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in the proctoring of online exams and many online testing solu- We formulate the design requirements for the proctoring of
tions, such as Kryteriohand Loyalist Exam Servicésemploy such online exams by working together with domain experts (i.e.,
proctoring. Speci cally, it requires a few proctors watching the university faculty and teaching sta ) and surveying prior
videos of all the students during the whole online exam, which studies.

is often labour-intensive and time-consuming. Instead, fully auto- We propose a novel visual analytics approach for the proc-
mated proctoring aims to reduce the manual e orts of proctors toring of online exams by visualizing the head and mouse
by utilizing machine learning techniques to analyze the recorded movements of students during online exams in three levels of
video and audio data of students during the online exai33 34. detail, enabling convenient, e cient and reliable proctoring.
It automatically detects suspected behaviors and classi es them We conduct extensive evaluations, including three usage
into cheating or non-cheating. However, it is often di cult for the scenarios, a carefully-designed user study and expert inter-
existing fully-automated proctoring methods to achieve a very high views, to demonstrate the e ectiveness and usability of the
accuracy and the validation of the results becomes an issue. To proposed approach.

mitigate this issue, some recent online exam proctoring approaches
combine the detection by machine learning approaches and further 2 RELATED WORK
manual con rmation by proctors R0 23. But their manual con r-
mation relies on manually checking the original videos backwards
and forwards, which is still inconvenient and time-consuming for
proctors.

In this paper, we propose a novel visual analytics approach to . :
facilitate the proctoring of online exams. Inspired by prior stud- 2.1 Online Proctoring
ies, our approach combines human e orts with machine learning Online exams are emerging nowadays with the population of online
techniques to achieveonvenient, e cient and reliable proctorifay learning. The methods of online proctoring can be categorized into
online exams. Speci cally, our approach analyzes both the exam three types: online human proctoring, semi-automated proctoring
videos of each individual student recorded by a webcam and the and fully automated proctoring. Online human proctoring means
mouse movement data. To collect the mouse movement data, we that there will be remote proctors watching students during the
design and implement a lightweight JavaScript plugin that can be Whole online exam. It is a very common method used by many
easily embedded into di erent web pages including common web- online testing solution providers (e.g., Kryterion, Loyalist Exam
based learning management systems (e.g., Cahasl does not Services) and some universities (e.g., University of Amsterd@3) [
require students to add extra settings. With the collected videos However, itis very labor-intensive and the cost will be high when
and mouse movement data, key features indicating suspected exam @ large number of students attend an online exam.
cheating behaviors, including both abnormal head movements (e.g., 10 €liminate the usage of manpower, some fully automated proc-
abnormal head rotation, face disappearance from the screen) and toring approaches are proposed, [9], which often use machine
mouse movements (e.g., copy and paste, moving the mouse out learning techniques to identify cheating behaviors. Currently, there
of the exam web page), are extracted. Furthermore, we designed are Some other online proctoring platforms, including Proctdru
e ective visualizations to enable the interactive exploration of stu- and Proctori@, using automated proctoring based on machine
dent cheating behaviors in three levels of det8tudent List View  learning. However, all the existing fully automated proctoring ap-
provides an overview of the cheating behaviors of all the students Proaches su er from similar concerns as other machine learning
through a list of radar-chart-based glyph§uestion List Viewisu- methods in education. These concerns include the black box na-
alizes the cheating risk distribution of all the questions nished by ~ ture of the machine learning algorithms and unreliable decision
each student an@ehavior Viewalong with Playback Viewenables making led by biased training dataset37. Due to these concerns,
the detailed inspection of a student's suspected cheating behavior it is almost impossible to totally rely on automated methods to
distribution of working on a speci ¢ question and its comparison determine whether a student cheats in an online exam or not.
with other students and questions. Compared with prior proctor- To address the problem resulting from the fully automated proc-
ing approaches that need multiple extra devices or sensar&(, toring methods, semi-automated proctoring has been introduced
students are only required to have one webcam on their computer, t0 involve humans in the nal decision making][1, 20, 23. One
which is often available for most laptops and makes our approach representative prior work is Massive Open Online Proctor proposed
conveniento deploy in real online exams. Also, our straightfor- Y Lietal.[20. Speci cally, their approach rst detects suspected
ward and e ective visualizations help useesciently investigate ~ Student cheating behaviors with machine learning techniques and
the student cheating behaviors of di erent levels, and the detailed the detection results will be further checked by teachers. How-
comparisons across di erent students and questions enable a more €Vver, it does not provide teachers or instructors with a convenient
reliablecheating behavior judgement. We extensively evaluated the Way to explore and analyze suspected student cheating behaviors.
e ectiveness and usability of our approach through three usage sce- Also, it requires that each student in the online exam uses multiple

narios, a user study and expert interviews. The major contributions ~ devices (e.g., two webcams, a gaze tracker and an electroencephalo-
of this paper can be summarized as follows: gram (EEG) sensor) to record their exam process, which is not

The related work of our paper can be categorized into three parts:
online proctoring methods, mouse movement visualization and
head pose analysis.

Lhttps://www.kryteriononline.com/ -
2http://loyalistexamservices.com/ “https://www.proctoru.com/
Shttps://www.instructure.com/canvas/ Shttps://proctorio.com/
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a ordable for most educational institutions. Migust al.[23 pro-
posed a method to calculate the similarity between two successive
frames in videos which record screens and extract video clips with
dissimilar frames for manual checking. Their method also su ers
the problem that there is no convenient method to explore the stu-
dents' behaviors in the extracted video clips. Futhermore, detecting

cheating behaviors using local materials (e.g., paper materials, mo-

bile phones) is not supported in their method. Costaglietzal.[1]]
proposed a visual analytics system to assist teachers in invigilating
an exam. However, it is limited to detecting the cheating case that a
student is looking at another student's screen, which is not common
in online exams.

Inspired by the prior research above, we aim to propose a visual
analytics system for the e cient detection and analysis of various
common suspected cheating behaviors in online exams. It will
utilize easily-collected data and combine the domain knowledge of
users with machine computation power.

2.2 Mouse Movement Visualization

CHI '21, May 8 13, 2021, Yokohama, Japan

common limitations with other 3D visualization methods, including
occlusion and inaccurate depth perception.

In this paper, we propose a novel visual design for showing
mouse movements to support the visual analytics of students' sus-
pected cheating behaviors during online exams.

2.3 Head Pose Analysis

Head pose estimation is an important topic in the research on
computer vision. Head poses show how the head rotates in three
dimensions (i.e., yaw, pitch, roll) which are illustrated in Figure 2.
The representative methods on head pose estimation include FSA-
Net [44], PADACO [17] and Hopenet [35].

Head pose estimation has also been applied in the proctoring of
online exams. For example, Prathishal.[29 applied a head pose
estimation method proposed by Narayanahal.[2§ to detect mis-
conduct. Chuanget al.[9] extracted students' head poses with the
method proposed by Baltrusaitist al.[3]. They calculated several
statistical metrics of head poses (e.g., average yaw angle, maximum

Mouse movements are commonly used to analyze user behaviors pitch angle), which were further input into their regression models

and cope with various tasks including user modelirgy] 2€, cog-
nitive load evaluation 12 15 and student performance predic-
tion [19 39. Raw mouse movement data is spatial-temporal data
and hard for humans to interpret.

A few visualization approaches have been proposed to visualize
the spatial and temporal information of mouse movement data,
including 2D and 3D visualization. 2D visualizations often plot the
spatial information on a vertical axis and a horizontal axis and
encode temporal information in a weaker visual channel (e.g., col-
ors). Arroyoet al.[1] plotted raw mouse trajectories on web pages
and used a heatmap-like design to show the time delay on each
element in the website. The occlusion of mouse trajectories is se-
vere in their method when the trajectory is complex. Burigat
al. [6] implemented a 2D visualization to draw all mouse move-

to predict whether a student had cheated or not in the exam.

In this paper, we also consider analyzing and further visualizing
head pose data, which help proctors conduct a convenient and
reliable exploration of cheating behaviors in online exams.

3 REQUIREMENT ANALYSIS

To better understand the major challenges and design requirements
in conducting proctoring for online exams, we have worked closely
with ve teachers (university professors or teaching sta ) (P1-P5)
at our university in the past six months. P1 is a professor who has
taught several online courses on human computer interactions and
data analytics in past years and has also been working on research

ment trajectories on web pages and use colors of lines to encode Projects on E-learning for more than ve years. P2 is an assistant
the sequential information of movements. This method also suf- Professor who has rich teaching experience and has also taught

fers from the problem of occlusion and it is di cult to track the ~ Multiple online courses on programming languages. P3 and P4 are
sequential order of movements. Heatmap is a frequently used tech- full-time téaching associates who are mainly responsible for assist-
nique in 2D visualization of mouse movement data. The frequency NG Professors on proctoring exams and marking papers. PS5 is a
of mouse movement data in an area is represented by the colors lecturer who has instructed multiple online courses on design and
in the heatmaps. Currently, several web analytics tools including innovation. All experts have experience in organizing and proctor-
Hotjar® and Mouse ow apply heatmaps to present the mouse INg online exams. P1is also a co-author of this paper. We conducted

movement data. The drawback of this method is that they cannot & series of interviews and discussions with them through online
show any detailed movement and the temporal information is also video meetings and email communications. We collected their feed-

lost. Region-of-Interest (ROI)-based visualization has also been ex-Pack and summarized the major design requirements for proctoring
plored by prior studies, 42, 43. They visualized the transitions ~ Onliné eéxams. We denote the ve major design requirements as
between ROIs to conduct visual analysis of user mouse movement R1-R5 for easy reference in the subsequent sections.
behaviors. However, these methods depend highly on the appro-  R1.ldentify students at high risk of cheating.  According to
priate de nitions and choices of ROIs. 3D visualizations have also the feedback of our experts, all of them agreed that it is almost
been proposed to present mouse movement data. Zgonniov |mp0_35|ble to manually review all the videos, since there are oft_en
al.[47] proposed a landscape-like design to visualize the positions multiple or even several hundred students taking the same online

and speeds of mouse movements. Leiva and Vivé [18] plotted line €X@m fqr a course. Therefore, an e ective approach to facilitate the
charts in three dimensions to represent the mouse movement posi- Proctoring of online exams should help teachers or other proctors

tions and temporal information, respectively. However, they share €asily and quickly identify the students who have possibly cheated
in the online exam, especially those students of high risk. This is

also the fundamental goal of any approach for enabling the e cient
proctoring of online exams.

Shttps://www.hotjar.com/
“https://mouse ow.com/
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R2. Locate the questions where high-risk cheating behav-
iors occurred. When a student is identi ed as at high risk of cheat-

Lietal

in nding if there are any other suspected cases in the video that
may not be detected by the current approaches.

ing during an online exam, it is often necessary for teachers and
other proctors to further explore where and when the student has
cheated and check how he/she cheated. However, the current way 4 DATA COLLECTION
to achieve this is to manually go through the original videos, which ~ To enable the convenient proctoring of online exams, we propose
is often time-consuming. For example, P3 commented tAdp- using the video taken by the front webcam and mouse movement
ical online exam lasts for 2-3 hours and may involve hundreds ofdata during the online exams to detect cheating behaviors. Since
students. Reviewing individual people is time-consunfgalso de- most laptops have a webcam at the front, it is convenient to use
scribed this method as dull process but needs 120% concentration it to record a student's behavior, such as head movements, dur-
which increases the burden on teachers. To handle this problem, ing an exam. Mouse movement data is also collected, as mouse
it is important to locate the questions a student may cheat on and movements re ect where a student is focusing and are easier to
enable a fast review and check of cheating behaviors. be collected without extra devices than other means such as eye
R3. Inspect students' detailed cheating behaviors. All the tracking [7, 10 11]. Prior studies have also explored other features
experts agreed that they also need to inspect detailed cheating be- for cheating detection, such as audig|] eye movements and elec-
haviors to better understand the detected suspected cases. Accord-troencephalogram (EEGR(]. However, our approach does not
ing to the feedback of experts, there are various cheating methods include those, as they are not always available in real online exams.
including using unauthorized paper materials, seeking help through For example, as our experts P1 and P3 suggested, audio is often
social media and searching for answers on the Internet. Among unavailable in online exams held through online meeting software,
them, the majority of commonly-seen cheating methods are related since students are usually muted to avoid noise. Furthermore, the
to head and mouse movements. For example, a sign of cheating on collection of eye movement and EEG data requires extra devices,

other web pages is that the student's mouse arrives at the edge of

which bring more costs and limit their usage in practice. In this

the exam web page and stays for a while, as P3 suggested. Also,section, we introduce the details of our data collection.

P4 pointed out that turning the head to somewhere else also can

indicate some cheating behaviors such as using cheat sheets. Thus, .
teachers need to inspect the detailed mouse and head movements4-1 ~ Data Collection Set-up

during the online exam. For such kind of inspections, a convenient
and intuitive way to explore those behaviors, which can indicate
cheating, is highly appreciated.

R4. Con rm suspected cheating cases through compari-
son across students and questions. P1 suggested that cheating
cases are always hard to con rm, since some normal behaviors
also look like cheating such as rotating the head to read the ques-
tions. Thus, our system needs to provide a convenient and e ective
approach to con rm that a suspected case is not led by normal
behaviors. P4 agreed that comparison with peers is an important
way to avoid the systematic errors led by question design and per-
sonal habits when reviewing suspected cases. In practice, di erent
guestion designs may lead to di erent problem-solving behaviors
of students during the online exam. For example, long questions
on the screen may require students to rotate their heads to read
them. Also, students' habits may a ect their behaviors during the
online exam. Thus, a comparison with peers' behaviors on the same
guestion and a student's own behaviors on other questions can help
teachers and proctors reduce the possibility of making mistakes in
judging a suspected cheating case.

R5. Explore the original video and mouse movement data
in a convenient manner. As P2 and P3 suggested, a function-
ality of playing back video recordings and mouse movements is
essential. It can help proctors to further con rm suspected cheating
cases, which may be wrongly labeled by some automated detection
methods. For example, drinking water could be easily recognized
as abnormal behavior, since students move their heads severely to
drink water. Also, due to the unstable network or errors of webcams,
one or two frames of the video may be of low quality, which can
result in face detection failure. Besides, proctors may be interested

There is no available public data for the proctoring of online exams.
Therefore, we decided to hold a mock online exam to collect data
after a careful discussion with P1. The major reason for collecting
data from a mock exam is that we can ask participants to indicate
where and how they cheated. Such information can be used as
the ground truth for evaluating the e ectiveness of the proposed
approach. However, it is di cult to ask students to indicate where
and how they have cheated in real online exams. To ensure that the
mock online exam has a similar setting as that of real online exams,
we worked closely with P1 and designed an online exam consisting
of two question sets. In the mock online exam, participants' detailed
exam records are collected, including their exam videos, mouse
movement data, duration of the online exam, grades and the exact
labeling on their cheating behaviors.

Exam. We designed a mock online exam consisting of two ques-
tion sets with both sets focusing on evaluating students' knowledge
of JavaScript. Each question set consists of 10 multiple choice ques-
tions and 4 short answer questions. For example, a multiple choice
guestion can look like this:Which value will not be returned by the
“typeof' in JavaScript? A. number; B. object; C. function; D.andl
a short answer question will ask students to list at least 3 ways to
empty an Array in JavaScript. The time limit for one question set
was 25 minutes and participants were allowed to submit early after
hel/she nished all the questions.

Participants and Apparatus. In our mock online exam, we re-
cruited 24 participants (7 femal@6440= = 24750643 = 194 by
social media. They are all postgraduate students or fresh graduates
who have experience in using JavaScript. They received US $2.5
if they nished the whole online exam. Also, to encourage partic-
ipants to take the online exam seriously and act as taking a real
exam, US $0.375 was paid for each correctly answered question.
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To mimic the environment of real online exams, as suggested by
P1, the mock online exam was conducted online. We implemented a
web-based online exam system to collect webcam video recordings
and mouse movement data. Participants were asked to show their
entire faces in the video recordings. Before the online exam, we
sent each participant an exam guideline and a cheatsheet on key
JavaScript knowledge points that are useful for both question sets.

Procedure. Before the mock online exam, we rst introduced
the exam guideline and clari ed what data would be collected in
the exam. Then we asked for their permission to allow us to use
collected data for research purposes. In the mock online exam, each
participant needed to nish both question sets and was asked to
cheat on one of them. To eliminate the in uence of the di erence
between two question sets, we arranged the participants and the or-
der of the question sets required for cheating in a counterbalanced
manner. In the question set on which they were asked to cheat,
participants needed to use at least 3 methods to cheat and on each
question, they could only apply one cheating method. The ques-
tions to cheat on and the detailed cheating methods were decided
by participants. Additionally, in our instruction, we emphasized
that they needed to try their best to pretend they were in a real
closed-book online exam. When participants nished the question
set on which they were asked to cheat, a questionnaire will appear
and ask them to indicate where and in which way they cheated.
Participants were also allowed to have a break for 5 minutes be-
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of the HTML le and is generalizable to collect mouse movements
on any other web pages. Furthermore, the plugin is automatically
loaded with the weh page and does not require proctors or students
to conduct any extra settings. Since the plugin only works on one
web page and cannot collect any data after the student nishes the
online exam, it will not lead to the privacy concerns of collecting
data in the background.

In each record of the mouse movement data, the mouse position
and the DOM event typgare recorded. We collected six types of
DOM events:

Blur: the web page loses focus, which is triggered when the
participant leaves the current web page.

Focusthe web page is the current focus, which is triggered
when the participant enters the web page.

Copy content is copied from the current web page by using
either mouse or keyboard.

Pastecontent is pasted to the current web page by using
either mouse or keyboard.

Mousemoveamouse moves on the web page.
Mousewheemouse wheel rolls to scroll on the web page.

Among all the six types,blur , focus, copy and paste are con-

sidered as indicators of cheating, since their occurrence always
re ect the usage of some external materials on the computer, as
indicated by P3. However, our expert P4 also pointed out that it is

tween two question sets. Since early submissions are permitted, POSSible that a student may copy and paste some materials merely

their exact time used to answer each question set is also recorded ©n the exam web page. Thus, individual copy or paste is insu -
as the duration between their entrance to the exam web page and cient to judge if some cheating behaviors are occurring. To address

their nal submission. In the following week, we graded all the
exam scores of each participant.

4.2 Collected Data
Table 1 shows the basic statistics of our collected data.

Table 1: Statistics of collected data.

Number of participants 24
Number of videos 48
Number of mouse movement records 286,940
Length of videos 9h 21m 32s
Number of cheating caseb In the local environment| 50

On the computer 189

Video Data. In our mock online exam, we collected 48 videos
in total, which are 30 frames per second (FPS) with a resolution of
640 48Q The time length of a video varies from 8 minutes to 20
minutes, as participants were allowed to conduct early submission
if they had nished all the questions. Since videos are taken by the
front webcams, we can learn how students move their heads in
these videos and detect if they have cheated.

Mouse Movement Data. In our online exam, students used
their mouses and keyboards to interact on the exam web page to
answer questions. Since most of the interactions are conducted by
mouse movements, we use the temouse movement datadenote
all the collected interaction data generated by mouse or keyboard
interactions. We developed a JavaScript pligio collect mouse
movement data, which is implemented based on the DOM structure

8The plugin is available at https://github.com/HKUST-VISLab/Mousetrack.

this issue, we can check if blur and focus exist in the context
of copy and paste mouse events to verify suspected cheating
behaviors. If blur and focus exist around copy and paste, the
student may copy some questions, use unauthorized materials and
paste something to the exam web page. For example, in Scenario 3
of Section 6.1, the student copied something from the exam page
and left the exam page for a while to cheat by running the copied
code. If there is no blur or focus around copy and paste, the
student is likely just copying and pasting on the exam web page
and the possibility of cheating is low.

Cheating Types. By analyzing our collected data, we classify
students' cheating methods into two types:

Cheating in the local environmestudents use unauthorized
materials locally to cheat, for example, paper materials and
mobile phones, while they stay on the exam web page. The
common feature of these cheating methods is that students
need to turn their head away from the current screen. Thus,
we propose usindace disappearane@dabnormal head pose
as indicators of cheating in the local environment.

Cheating on the computestudents leave the exam web page
and use the computer to access unauthorized materials, for
example, searching on the Internet, asking friends through
social media and using electronic notes. Also, students al-
ways copy the questions to search or paste answers to the
website to save time. Thus, leaving the website and copy
and paste are our main indicators for nding suspected
cheating behaviors on computers.

https:/iwww.w3schools.com/jsref/dom_obj_event.asp
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5 OUR APPROACH Head poses indicate where a student is looking at during the on-
In this section, we introduce the technical details of our visual ~line exam. Meanwhile, head positions represent how a student
analytics approacH for the proctoring of online exams. moves his/her head to use di erent devices or materials. We use

the position of a student's face in the collected video to delineate
5.1 System Overview the corresponding head position, which is labeled as a rectangular

bounding box that appropriately encloses the student's face, as
indicated by the green box in Figure 2. The size of a bounding box
can help proctors check any change in distance between a student's
face and the screen, which has been considered to be a useful in-
dicator of cheating in prior research]. Also, the head position
information can bene t the detection of cases when a student is
not looking at the exam web page.

In our approach, we focus on detecting two types of abnor-
mal head movementdace disappearanemdabnormal head pose
which are extracted by considering head positions and head poses,
respectivelyFace disappearan@presents that the head position is
unavailable during a period of time, since no face is detected. This
can happen under two circumstances where faces are not captured
by webcams or are captured by webcams but not detected by the
algorithm. The situation where faces are not captured by webcams
often result from the student leaving the room or covering the
camera. While an existing face being undetected by the algorithm
usually happens when the student's face is partially covered by
some objects, for example, a cup, or the student bows his/her head
deeply. According to our experts, P1 and P4, both cases often in-
dicate a high probability of cheating. To verify if a case of face
disappearance indicates cheating, proctors can check other infor-
mation such as raw videos and mouse movement data. For example,
in Scenario 1 of Section 6.1, we illustrate that drinking water is
mistakenly judged as a face disappearance case and the raw video
in our Playback View can help teachers verify it. Aabnormal head
posdndicates that the head pose of the student varies greatly from
a normal one. For example, a student raises or bows his/her head,
or turns his/her head away from the screen.

As shown in Figure 1, the proposed approach consists of three ma-
jor modules: data collection, suspected case detection engine and
visualization, where the latter two modules are the core parts of
our approach. For the data collection, we mainly collected exam
videos of individual students, mouse movement data and other re-
lated information like exam score and exam duration, which has
been introduced in Section 4. Then, in the suspected case detection
engine, we conduct face detection and head pose estimation on
videos to detect abnormal head movements. We also de ne two
types of abnormal mouse movements and further identify them
from the mouse movement data. Finally, we visualize the abnor-
mal head and mouse movements and other related information
with di erent levels of details. There are four main views in our
visualization moduleStudent List Viewprovides proctors with a
quick overview of students at a high risk of cheating during the
whole online exam (Figure 3(a)puestion List Vieviacilitates the
selection of high-risk periods of each student (Figure 3(Bphavior
Viewpresents the students' detailed behaviors of head and mouse
movements (Figure 3(c)Playback Viewnakes proctors able to
conduct a nal con rmation on students' videos and mouse move-
ments (Figure 3(d)).

Figure 1: Our method consists of three modules: data col-
lection, suspected case detection engine and visualization.
In the data collection module, each student's video, mouse

movement data, exam score and duration are collected.
These data are fed into the suspected case detection engine
to extract abnormal head and mouse movements. The visu-

alization module enables a convenient and e cient analysis

of students' online exam behaviors.

5.2 Suspected Case Detection Engine Figure 2: This gure illustrates the angles of the head pose

We design a rule-based suspected case detection engine to identify @d the head position. Pitch, yaw and roll describe the head

suspected cases from both video and mouse movement data, androtation about X-axis, Y-axis, Z-axis, respectively. X-axis

further estimate the risk of cheating. Speci cally, we propose two ~ POINts to the right of the student. Y-axis points to the oor..

rules: head poses which vary greatly from others and face disap- £-8XiS points to the computer screen. The green solid box is

pearances in the video are abnormal head movements; copy, paste,in€ Pounding box representing the head position.

blur and focus are abnormal mouse movements, since they can  For abnormal head movement detection, we rst extract head

indicate the existence of cheating, as mentioned in Section 4.2.  nositions by conducting face detection in the video. Since there will
Abnormal Head Movement Detection. We characterize head be a large number of frames in each video, we surveyed prior stud-

movements from two perspectives: head poses and head positions.jes [40 45 46 and follow Zenget al.[45 by sampling video frames

1090ur system is available at https:/github.com/HKUST-VISLab/Visual-analytics- to accelerate video processing. SpeCI Ca“y' we proce_ss one video
approach-online-proctoring. frame for every ve frames. Then, we use the pre-trained Faster
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R-CNN model 86 to detect faces in the video. The extracted head
position in FrameBis labeled as a vectoiG =+ 587« GG« 5061,
where? 8=°~§8=° is the coordinate of the upper-left corner and
1G0C+5%G0 s the coordinate of the lower-right corner. Also, the
model outputs a probability score of correct detection for each de-
tected head position to show if the detection is reliable. To keep our
results reliable, only the head positions with a probability larger
than 0"95are kept. If StudenBs face is not detected in Fran&n
his/her video after sampling, then that frame is labeled as face
disappearance . StudeBs total number of face disappearances is
recorded asS.

Furthermore, we apply the state-of-the-art head pose estimation
model [39 to extract the head pose in each frame of the exam video
of every student. The extracted head pose at Fra&dnéStudentBs
video is a three dimension vecto?8C £ ~0Fg» A>E/awhich repre-

sents the head rotation about 3 axes (Figure 2). Among all 3 angles,
pitch and yaw angles are crucial to suspected case detection, since

the pitch angle indicates where the student looks vertically and the
yaw angle indicates where the student looks horizontally. However,
the roll angle is not meaningful, since the head rotation along the
Z-axis cannot a ect much where the student is looking. Thus, it is
not considered in our approach. Since di erent students may have
di erent exam settings, which lead to di erent ranges of head posi-

CHI '21, May 8 13, 2021, Yokohama, Japan

exam web page and gets back later. Since copy and paste are
highly related to each other, we count the total number of copy s
and paste s of StudenBas=5. For the same reason, blur and
focus are also counted together a{ Besides, following the same
method of the normalization used on head poses and bounding
boxes, we also normalize each student's mouse positioris t1°.
Overall Risk Estimation. With all the suspected cases, we fur-
ther estimate students' risk levels on each question. First, all the oc-
currence numbers of suspected cases on Que@o)l:\5 = —B@:lB@/A
are normalized td-0»1° with min-max normalization. For each type
of suspected cheating behaviors on Quest@the minimum num-
ber of instances of the type is transformed to 0, while the maximum
number of instances is transformed to 1. In the rest of this paper, all
the valuesxg@z 5 :?@/‘are the normalized ones. Finally, we

summarized the overall risk of StudeBton Question@as follows:
ASEBC: Fc =29 @)

Qf5ee2:]g

whereF cis a customized weight of each type of suspected cheating

behaviors. The weights of each type are all set to 1 by default and

our approach also enables proctors to interactively adjust them.

5.3 Visual Design

tions and head poses, we normalize each student's head positions os mentioned above, we also proposed straightforward and intuitive

and poses at each frame to 1+ 1° with min-max normalization. In
the rest of this paper, all the head pose28C £ ~0Ff: A>E/and
head positionsiG;8=+ 58+ G9¢+5%C vare the normalized ones.

Since students may place their webcam at various places or an-

visual designs to help proctors explore and analyze student cheating

behaviors based on student exam videos and mouse movements.
Student List View. Student List View (Figure 3(a)) is designed to

provide proctors with an overview of the risk levels of all students

gles, a standard head pose is not available. Thus, we propose to Uséwho have participated in an online exarR().

z-scorél to detect abnormal head poses based on the assumption

that a student's head pose distribution should follow a normal dis-
tribution. We rst calculate the average head pose of StudBirn
his/her video?8C Z~0FBY,as well as the standard deviation of
his/her head posesf »gc ¢ f~or8¥%Then a vector of z-scores of
the head pose at Fran8is calculated as

?8CE ?8C2 ~OFf ~OFB
f-ore

Vi 1)

fogcm
If the absolute value of any z-score in the vector is larger than a

Each row of Student List View visualizes the risk of a student,
which is composed of two main parts, a glyph and two diverging
bar charts. The glyph (Figure 4(a)) shows the overall risk of sus-
pected types and the diverging bar charts (Figure 4(b)) display the
di erence of cheating risks and time costs between the current
student and all the students. The glyph has two outer radial bar
charts and two radar charts. The blue radar chart with circles on
vertices encodes the current student's normalized risk level of each
suspected type in a spatial position. The grey radar chart without
marks on vertices indicates the average normalized risk level of

threshold, the corresponding head pose is labeled as abnormal. The all students in this online exam. The green outer radial bar chart

default threshold is set to 3 by following the widely used Three-
sigma rulé2 and proctors can interactively adjust the threshold
through our visualization module. The total number of abnormal
head poses of StudeBis recorded as®.
Abnormal Mouse Movement Identi cation.  We also detect

a few representative suspected mouse movements, including copy,
paste, blur and focus, which can indicate cheating behaviors.
For example, a copy can reveal that the student copies question
contents and searches it for answers if the copy is recorded before
leaving the exam web page. Paste sometimes signi es that a stu-

of a smaller radius shows the percentage of time used to nish
the online exam, while the orange radial bar chart of the larger
radius shows the percentage of scores. This design follows the ef-
fectiveness principle described by Munzn&7] by encoding the
most important information, cheating risk, using a strong visual
channel (i.e., spatial position) and encoding the less important in-
formation, time used and scores, with a weaker channel (i.e., angle).
Also, we apply a boxplot-like design and visualize the 1st, 2nd and
3rd quartiled of the normalized risk levels on each axis to provide
proctors with more detailed analysis and enable easy comparison

dent pastes the answer from other sources, such as another website of current student and other peer student4). The range of each

or electronic lecture notes. Speci cally, if a paste is recorded after
getting back to the exam web page, the student is most likely cheat-
ing. Blur and focus can indicate that a student leaves the current

Uhttps://en.wikipedia.org/wiki/Standard_score
Lhttps:/lencyclopediaofmath.org/wiki/Three-sigma_rule

axis is101° from the center to the edge. An alternative design for
plotting these statistical metrics, which is considered during our
design process, is to draw all of them using radar charts. However,
it will lead to severe occlusion if ve radar charts are drawn within

Lhttps://en.wikipedia.org/wiki/Quartile
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Figure 3: Our approach provides novel visualizations for proctors to identify cheating cases. (a)  Student List View is an overview
of all students' risk of cheating in an online exam. (b)  Question List View shows the risk level of all questions nished by a
student. (c) Behavior View presents a student's detailed head and mouse movements while answering a question. (c1) and (c2)
are the upper detailed behavior chart and the suspected case chart, respectively. (d) Playback View enables proctors to check
raw videos and animated visualization of mouse movements on the exam web page. (e) The control panel can be used to
select online exams and adjust several parameters by proctors. (f) provides a function to save screenshots of the raw video.
Screenshots in (f) are taken at time points indicated by vertical black dashed lines in (c). (g1)-(g4) illustrate fast location and
convenient veri cation of cheating behaviorsin ~ Usage Scenario 1

the glyph. Thus, we nally adopt the boxplot-like design to show  on the upper-left corner of each row to show the current student's
these metrics. Question List View.
Two diverging bar charts show the time spent on each questionin
green on the left and each question's overall estimated risk in red on
the right. The risk of each question is calculated as Equation 2. The
right side of both bar charts shows the average normalized value
of all students, and their left side presents the normalized value of
current students. The length of each bar encodes the normalized
value. The design of diverging bar charts also aims to achieve a
convenient comparison of a student and otheR).
Rich interactions are supported in Student List View. First, a
tooltip will display the normalized risk level when hovering onthe ~ Figure 4: Overview of a students' risk of cheating is shown
radar chart. Second, the control panel (Figure 3(e)) enables proctors by two main components: (a) a glyph showing overall risk
to adjust a set of con gurable parameters for risk estimation, such  Of all suspected types; (b) two diverging bar charts showing
as the threshold of abnormal head poses and the weights of di erent the comparison of current student's and all students’ overall
suspected cheating types, as mentioned in Section 5.2. The methodisk and time spent on each question.
of sorting and the selection of online exams can also be changed  Question List View. Question List View (Figure 3(b)) is de-
in the control panel. Third, proctors can click on the plus icon  sjgned to help proctors quickly locate high risk questions, where a
student may have cheated, for further investigatioR2).
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In this view, each question is represented by a block. The color animated visualizations of mouse movements and raw videos in
and border style encode whether the student correctly answers a Playback View to help proctors understand how a student has
particular question, where green solid rectangles represent that the behaved during the online exam (Figure 3(d)). The suspected case
corresponding questions are correctly answered and gray dashed chart (Figure 3(c2)) between two detailed behavior charts shows the
rectangles indicate incorrect answers. The width of the block en- positions of all suspected cases. We plot a bar for each suspected
codes the estimated risk level of one question, which makes high case detected by our suspected case detection engine and the glyph

risk questions easier to be noticed by proctors. Within each block,
there is a bar chart showing all normalized risk levels of the four
suspected cheating types, blur and focus (b), copy and paste (p),
abnormal head pose (h) and face disappearance (f). To support
a convenient comparison with all the other students, we apply a
boxplot-like design to indicate the 1st, 2nd and 3rd quartiles of
the normalized risk levelsR4). The circle on each bar encodes the
average cheating risk level among all students on the same question.
Proctors can click a question block of the student and expand the
Behavior View of that question for detailed inspection. If a question
is selected, it will be highlighted by a thicker gold solid border for
easy identi cation.

During our design process, we initially considered using a heatmap
to visualize the cheating risk of questions of each student in the
Student List View. Each block in the heatmap represents a question
in the online exam and the opacity of each block denotes the risk
of each question. However, this design su ers from some disadvan-
tages. First, detailed risk distribution on di erent types of suspected
cases can hardly be represented in a block in heatmaps. Secon

on the bar denotes the type of suspected cheating cases.

Figure 5: An alternative design of detailed behavior charts. It

dshows the same head and mouse movements as these in Fig-

due to the limited screen space, scalability is also a concern of such ure 3(c). The brown dashed line and dark green solid line rep-

a design, especially when there is a large number of questions in an
online exam. Thus, inspired by EgoSlider], we nally decided to

use diverging bar charts to show the overall risk of each question
in the Student List View and further design Question List Views to
present the detailed risk of questions.

Behavior View. Behavior View (Figure 3(c)) provides proctors
with a detailed understanding of how the student's head and mouse
move during his/her problem-solving process, which enables the
fast location of suspected cases and further inspectiRB)( This
view consists of three types of charts: twaetailed behavior charts
in the middle, asuspected case chbatween two detailed behavior
charts and periphery heatmaps on the left and right sides. The
detailed behavior charts are plotted to show the detailed head and
mouse movements, while the periphery heatmagd][are used for
comparing the behavior shown in detailed behavior charts across
students and questions.

In Figure 3(c), the upper detailed behavior chart (Figure 3(c1))

resent mouse movements and head poses respectively. Blue
solid boxes encode head positions.

Before adopting the current design to present head and mouse
movement data, we also considered a possible alternative design.
Inspired by the scanpath visualizations of eye tracking dad§ [
we propose a visual design to show the original X-axis (horizontal
axis) and Y-axis (vertical axis) coordinates of head positions and
mouse positions, as shown in Figure 5. Also, the yaw angles of
head poses are shown together with the X-axis, since it re ects
where the student is looking at on the X-axis. For the same rea-
son, the pitch angles are shown together with the Y-axis. In this
design, the trajectory of mouse movements and the change of head
poses are shown as lines. The head positions are represented as
bounding boxes. The opacity of lines and box borders encodes
the temporal information, where a high opacity indicates that the
head or mouse movement occurs at the latter stage of the whole
problem-solving process for this question. However, this design

presents the mouse positions and ranges of bounding boxes along leads to severe visual clutter and occlusion when the amount of
the X-axis, while the lower detailed behavior chart (Figure 3(c2)) data is huge. The visual clutter further makes it hard to learn the
shows the corresponding information along the Y-axis. The yaw sequence of movements. To reduce the visual clutter and better
angles of head poses are shown in the upper detailed behavior chart encode the temporal information for easy location of suspected
and the pitch angles are shown in the lower detailed behavior chart. cases, we nally decide to employ our current design, which breaks
In both detailed behavior charts, the brown dashed line shows the down the spatial movement information into two dimensions and
normalized mouse positions on the screen, while the dark green encodes them individually.

solid line encodes the normalized angles of head poses. The areain  On the left and right sides of the detailed behavior charts, four
light blue represents the range of bounding boxes of head positions periphery heatmaps which have the same Y-axes as those of detailed
on one axis, which means the upper bound of the are@dss or behavior charts are designed to display other students' behaviors on
~<0G , While the lower bound representsg= or ~<g=. However, as the current question and the current student's behaviors on other
pointed out by Blaschecét al.[4], encoding movement data by axes  questions, respectively. In each heatmap, there are three columns
individually has a drawback that extra mental e ort is needed to  which represent the frequency distributions of the lower bounds of
understand movements. To mitigate this problem, we also provide head positions, head poses and the upper bounds of head positions
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from left to right. The color of each column is the same as the
corresponding line chart in the detailed behavior chart. Its opacity
encodes the frequency of head poses or head positions that fall
into a speci c interval (e.g., the frequency of head poses with a

Lietal

R4). In the block ok2_6, we nd there are a large number of sus-
pected cases of abnormal head pose and blur and focus . Then,
we click on the block to further investigate the detailed behavior
while answering that question in Behavior Viewr@). In Behav-

value between 0 and 0.1). The heatmaps are designed to facilitate ior View on this question, we rst notice that there are multiple

comparison of student behaviors across students and questiRAs (

abnormal head poses near the end of the question-answering pro-

Such comparisons are necessary to a reliable cheating behavior cess (Figure 3(g2)) in the suspected case chart. The line charts of

analysis, since they enable proctors to consider students' habits
and the speci ¢ questions they are working on, which are two
important factors a ecting student behaviors.

Playback View. Playback View (Figure 3(d)) provides proctors
with a choice to review the suspected cases and further con rm

head poses are further compared with the heatmaps on both sides to
con rm that these abnormal head poses are not led by the question
or the habits 0fLl42121R4). Then we click on the detailed behavior
charts at the beginning of those abnormal head poses to check the
video in Playback ViewRb5). In the video, we nd that actually,

whether a suspected case is real cheating, especially for some am-he had drinks (Figure 3(g3)). Then these abnormal head poses can

biguous casesR05). This is important, as the underlying suspected

be considered as normal behavior at low risk of cheating. We also

case detection algorithm often cannot achieve a 100% accuracy notice that there are several blurand focus s and a copy and paste

and some normal behaviors can be misclassi ed as cheating, for
example, drinking water. Also, it serves as a complement to the
detailed behavior charts in Behavior View. The view contains two
parts, an animated mouse movement visualization at the top and a
raw video player at the bottom. The animated mouse movement
visualization uses a heatmap to show the number of times that
the mouse stays in an area. In the color scale of our heatmap, blue
denotes few visits and red denotes frequent visits. Also, The opacity
of an area with fewer visits is lower. In Playback View, the raw
video player and the mouse movement animated visualization are
linked together to play synchronously. Additionally, they can be
controlled by clicking on the detailed behavior charts to skip to a
certain time point and start to play. The vertical blue solid line in
Figure 3(c) denotes the current time point of playing the raw video
and the animated visualization. The raw video player supports mul-
tiple interactions, including play/pause, skip and play in full-screen.
Furthermore, proctors can click the camera button at the top right
corner of Behavior View (Figure 3(c)) to take a screenshot of the
current video and list some screenshots in the area below Playback
View for an easy review of videos, as shown in Figure 3(f).

6 EVALUATION

We extensively evaluate our approach through three usage scenar-
i0s, a user study and expert interviews.

6.1 Usage Scenario

during his period of answering2_6in (Figure 3(g4)). To further
conrm all copy and paste cases are not conducted on the current
page, we observe the line charts of mouse positions. These charts
suggest that he arrived at the boundary of the web page and stayed
for a while. Then we feel quite con dent that he left the web page
and copied and pasted some materials, which is considered to be a
cheating case in our online exam settinBg).

This scenario demonstrates that our system can help proctors
quickly locate and verify suspected cases. Also, it shows that mouse
movement data provides a new perspective to nd cheating cases.

Scenario 2: Cheating Cases ldenti cation Through Detailed
Inspection of Head Movements

In this scenario, we report a cheating case which is found through
an in-depth inspection on head movements. In the student's Behav-
ior View (Figure 6(a)), we notice there is no suspected case detected
by our detection engine during that period. Thus we may need
to observe the detailed behavior charts to further learn if he has
any risk of cheating . First, a sudden change of head positions after
his mouse stops moving is noticed. The bounding box becomes
smaller, which means the distance between his face and the screen
is larger. Then we check his line charts of head poses and nd that
almost at the same time, his head is raised and afterwards the pitch
angles of his head poses are frequently outside his normal range
of pitch angles by comparing the detailed behavior chart with the
heatmap R4). Then we further check his video and nd that he
raised his head and seems to look at something other than the

In this section, we describe three usage scenarios to demonstrate laptop screenR5), as Figures 6(c2)-(c4) show. Thus, this case is

the usefulness and e ectiveness of our visual analytics system in
facilitating the proctoring of online exams.

Scenario 1: Fast Location and Convenient Veri cation of
Cheating Behaviors

In this scenario, we report a whole work ow to nd a cheating
case by observing mouse movements in a convenient and reliable
manner. First, we select Exam B in the control panel and sort
students according to their level of risk. Then, we browse the Stu-
dent List View to nd students of high risk. Among these students,
the student whose ID i442121s found that his risks of several
types are higher than median values in Figure 3(g2#). To further
con rm if he really cheated in the online exam, we expand his Ques-
tion List View and locate the two most suspected questiotis, 5
and<2_6 by observing the widths of blocks and comparing the
overall risk level with other students in the Student List ViewR®,

thought to be a potential cheating case. After checking his reported
cheating behaviors, he tried to use another computer behind the
laptop to search for answers, which matches our observation.
Since the detection engine fails to nd these abnormal head
poses, we would like to investigate the setting of the threshold. We
use the control panel in Figure 3(e) to lower our threshold from
the default value (i.e., 3) to 2, which means head poses of smaller
variation than the default will also be considered as suspected
cases and the proctoring will be more strict. The suspected case
chart after adjustment is shown in Figure 6(d). We can see some
suspected cases appear in the suspected case chart. According to our
observation, the positions of glyphs match the moments the student
raised his head and looked somewhere other than the screen. Thus,
we may consider that an inappropriate setting of the threshold
on this student led to no suspected case being detected. However,
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